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Abstract:

Freedom of opinion and expression has undergone profound transformations as a result of the rapid technological
development and the widespread expansion of digital communication networks, particularly the Internet and social media
platforms. These developments have fundamentally altered the traditional framework governing the exercise of this right,
shifting it from a territorially bounded legal sphere subject primarily to state authority into a transnational digital environment
that transcends geographical borders. Consequently, states have gradually lost their exclusive control over the regulation of
expression, giving rise to complex legal challenges related to sovereignty, jurisdiction, and the multiplicity of actors involved
in shaping the digital public sphere.

The digital environment has contributed to weakening the traditional monopoly of the state over the regulation of freedom
of expression, while simultaneously empowering new non-state actors, most notably multinational technology companies
and global digital platforms. These actors now exercise significant control over the infrastructure of communication and the
circulation of information through algorithmic systems, content moderation policies, filtering mechanisms, and ranking
technologies. As a result, new forms of digital restrictions have emerged, characterized by their technical nature, global
scope, and limited subjection to judicial oversight and traditional human-rights safeguards.

In this context, the classical legal framework governing freedom of expression has proven insufficient to address the
challenges posed by the digital transformation. Restrictions on expression are increasingly imposed through technical means
rather than explicit legislative measures, often operating automatically and instantaneously across borders. This reality raises
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fundamental questions concerning the effectiveness of public international law and international human rights law in ensuring
adequate protection for freedom of expression in the digital age.

Furthermore, the tension between safeguarding national security, combating cybercrime and harmful online content on the
one hand, and preserving the essence of freedom of expression on the other, has intensified. Many states have expanded their
regulatory and surveillance powers within cyberspace, adopting exceptional digital legislation that risks transforming
legitimate limitations into tools of excessive control.

These challenges are particularly acute in the Arab region, where digital transformation has coincided with the expansion of
censorship practices, website blocking, and legal prosecutions related to online expression. Such measures have often
converted the digital space into an instrument of political control, despite the crucial role of the Internet in empowering civil
society, facilitating access to information, and amplifying public participation.

Accordingly, this research seeks to examine the international legal framework governing freedom of expression in the digital
environment, analyze the scope and legitimacy of restrictions imposed upon it, and assess the impact of technological
transformation on the redistribution of regulatory authority between states and non-state actors. The study adopts analytical
and comparative approaches in order to evaluate existing international norms and practices, identify their shortcomings, and
explore mechanisms capable of strengthening international protection for freedom of expression in an era defined by digital
transformation.

So, this is what we will address in our research, which has been divided into two main sections: the first section is dedicated
to non-state actors in the digital environment, examining their growing role in regulating cyberspace-roles through which
certain dominant powers have sought to influence global standards governing freedom of expression. The second section
focuses on the legal responsibility of non-state actors for digital restrictions on freedom of expression, highlighting the legal
challenges posed by the influence of these private entities in the absence of a binding international framework to regulate
their behavior, and assessing the extent of their compliance with international human rights standards.

Keywords: Freedom of opinion and expression, Digital space, non-state actors, Special regulatory authorities, international
responsibility, Legitimate restrictions, Digital sovereignty, Governance of digital space.
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